In this paper we demonstrate the application of multi-user quantum key distribution (QKD) to typical broadband fibrebased passive optical access links to metropolitan area networks. We propose a technique to utilize the currently unused 850nm waveband in standard telecommunications fiber for QKD in two network architectures. Net bit rates of up to 100's of kilobits -1 were achieved for each receiver, depending on the network topology. The transmission distances between sender and receivers were compatible with the typical span of optical access links ( ≤ 10km).
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INTRODUCTION
Although only formally proposed in 1984 [1] and first experimentally demonstrated in 1992 [2] , quantum key distribution (QKD) has already become established as one of the most promising applications of quantum mechanics. QKD harnesses the indeterminate nature of measurements of quantum states to offer a verifiably secure method of sharing a cryptographic key between two [2] or more [3] remote parties and when combined with the one-time-pad form of cipher [4, 5] it offers the prospect of unbreakable encryption [6] . Despite the relative immaturity of the field, major advances in both free space [7] and fiber based [8, 9] QKD systems have been achieved in the last 15 years. In the case of fiber-based QKD systems, these advances have mostly been dedicated towards increasing the transmission distance with a view to operating across metropolitan area sized telecommunications links, where the transmission distances can typically exceed 100km. The access links of these metropolitan networks have a length of approximately 10km and in optical configurations are usually based on either point-to-point (P2P) links (often to a further distribution point) or point-to-multipoint passive optical networks (PON) links as shown in a highly stylized form in Figure 1 . For simplicity only the downstream communications are shown in Figure1, although in reality each receiver is equipped with a transmitter for the upstream communications to the central node. 
Channel I PBS
For the point-to-point network architecture each sender and receiver are connected by a dedicated optical fiber link, whereas in the point-to-multipoint PON network architecture the sender is connected to the receivers via a passive optical splitter situated in the transmission channel. Wavelength division multiplexing is often used to allow several optical signals at different wavelengths to propagate simultaneously within the same fiber, increasing the data exchange rate in the network. In this paper we propose a technique to implement QKD in these forms of access networks.
We have previously built a single receiver QKD system that is able to operate at clock rates of up to 3.25GHz using silicon single-photon avalanche diode detectors (Si-SPADs) [10, 11, 12] and at a clock rate of 3.3GHz over a channel loss of approximately 55dB using niobium nitride nanowire superconducting detectors [13] . The multi-user QKD systems presented in this paper were developed using this QKD system as a basis. This QKD system uses a wavelength of 850nm to ensure a wide spectral separation from the conventional, classical channels of a telecommunications network at wavelengths of 1550nm and 1300nm -making optical filtering relatively straightforward. Secondly, the short transmission distances involved in access links (≤ 10km) do not make the increased loss observed for this wavelength in standard telecommunications fiber (2.2dBkm -1 ) prohibitively high. These advantages are qualified by the need to operate conventional optical fiber and the use of passive components at a non-standard wavelength. We will present experimental results taken for one single receiver and two multi-receiver gigahertz-clocked QKD networks implementing the B92 polarization encoded protocol [14] .
SINGLE RECEIVER SYSTEM
The single receiver QKD system [10, 11, 12] is shown in Figure 2 . Alice and Bob's stations are built using fiber which is single mode at a wavelength of 850nm, whereas the transmission channel is made of standard telecommunications fiber, single mode at λ ~ 1300nm/1550nm. To prevent the propagation of higher order spatial modes in the transmission channel a short length (< 1m) of 5.5µm diameter core fiber (single mode at λ ~ 850nm) is fusion spliced to both ends of the 9µm core fiber of the transmission channel. This technique ensures that more than 99% of the photons are launched into the fundamental LP 01 mode [15] . An optical attenuator is used to ensure that mean photon number (µ) which is launched into the transmission fiber is ~ 0.1 photons per pulse, thereby simulating a single-photon source to a standard level of acceptance. Frequency (GHz) Figure 3 shows net bit rate (secure bit rate after error correction and privacy amplification) and quantum bit error rate (QBER) [17] at a transmission distance of 6.55km for clock frequencies between 1GHz and 3.25GHz in this singlereceiver system. Fig. 3 . Net bit rate and QBER versus clock frequency for the single receiver QKD system at a transmission distance of 6.55km. The net bit rate is the secure bit rate after error correction and privacy amplification.
At high clock frequencies the timing jitter of the single photon detectors fundamentally limits the QBER achievable via inter-symbol interference -the detector temporal response exceeds the bit-width, resulting in the measurement of spurious counts in adjacent time windows. This increased QBER reduces the net bit rate achievable, meaning that the net bit rates are not proportional to the clock rate at the faster clock rates. However, the high clock rates achieved with this system facilitated a multi-user QKD application, which will be discussed in the following section.
MULTI-RECEIVER QKD SYSTEMS
In this section we will describe the two QKD multi-user architectures that we have developed: a PON approach to multiple point-to-point links and a point to multipoint PON. In both cases, a wavelength division multiplexer (WDM) can be used in the same manner as shown in Figure 2 to allow the secure quantum communications to be transmitted in the same fiber as the classical data communications in the access network.
Both architectures presented in this paper use a highly attenuated laser to simulate the true single-photon source which would ideally be used to prevent a shared-data fraction between Bobs. Such single-photon sources are under development based on technologies such as quantum dot microcavities [16] but are currently relatively immature and not yet suitable for use in GHz clocked QKD systems.
PON approach to multiple point-to-point links
Building multiple point-to-point links demands a dedicated fiber link between each transmitter and receiver (see Figure  1 ). It is, however, possible to reduce the cost and complexity by using an optical splitter that links a single transmitter with all the receivers allowing one transmitter's optics and electronics to be shared by all the users of the network (see Figure 4 ). Since Alice has been constructed using components which are single-mode at a wavelength of 850nm, a fused biconical taper 1×8 optical splitter, which was also single mode at this wavelength, was chosen for this purpose in our experiments. This multi-user architecture was analyzed in two ways. Firstly a single-receiver link between point B and each Bob was simulated by setting µ to be ~ 0.1 photons per pulse at the output port of the splitter. However this configuration is more vulnerable to an eavesdropper who is able to monitor all eight ports of the splitter simultaneously as the aggregate photon number across all eight ports of the splitter is ~ 0.8 photons per pulse. The second case reduced the value of µ at the input of the splitter (point A in Figure 4 ) to 0.1 photons per pulse to ensure that the aggregate mean output photon number across all 8 output ports did not exceed 0.1. Fig.4 . PON approach to multiple point-to-point links multi-user architecture. The passive optical splitter is situated within the central node. Points B and C are fusion splices of 5µm core fiber single mode at 850nm with 9µm core fiber single mode at 1550nm. The 1×8 splitter is designed to be single-mode for an operating wavelength of 850nm. Figure 5 shows a selection of measurements of QBER and net bit rate which were taken using a non return to zero (NRZ) differential output from a preprogrammed pulse pattern generator (PPG). The data was taken at four different output ports of the λ ~ 850nm splitter, (representing four different receivers) spliced to four different lengths of standard telecommunications fiber. The trend of the QBER was relatively level except for the case of the receiver situated at the highest distance of 9.75km in the reduced photon number configuration. This is due to the relative increase of incorrect counts over the total number of counts received at Bob's end. The dark counts of the single-photon detectors in Bob remain constant with distance, as opposed to the number of "correct" counts which are attenuated by 2.2dBkm -1 . Consequently, at long transmission distances, the number of correct counts has reduced to a point where the fixed dark count rate begins to form a significant proportion of the overall count rate, leading to an increase in the QBER.
Experimental results for PON approach to multiple point-to-point links
The QBER and net bit rate were also characterized as a function of the clock frequency of the system at a fixed transmission distance of 6.01km (see Figure 6) . As in the single-receiver case, the QBER increases with increasing frequency due to inter-symbol interference. This increased QBER means that the net bit rate will not increase proportionally with clock rate. Such a trend does indicate that the use of detectors with faster timing jitter [13] may significantly increase secure bit rates at the higher clock frequencies. 
Point-to-multipoint PON
In this multi-user network the optical splitter was situated within the transmission channel (see Figure 7 ). Since the transmission channel was composed of optical components that are single mode at wavelengths of 1550nm and 1300nm, the optical splitter was chosen to be single mode at these wavelengths. A 1 × 32 splitter fabricated using the ion exchange approach was used to split the optical signal transmitted from the sender to the receivers of the network. Since the passive optical splitter was situated within the insecure transmission channel the mean photon number of 0.1 photons per pulse was set at the input port of this component, immediately after Alice's station. Distance (km) Fig.7 . Point-to-multipoint PON network architecture. The passive optical splitter is situated within the central node. Points B and C are fusion splices of 5µm core fiber single mode at λ ~ 850nm with 9µm core fiber single mode at λ ~ 1550nm.
Experimental results for the point-to-multipoint PON
A selection of results of QBER and net bit rate were taken for this configuration using a NRZ differential output from a preprogrammed PPG. Figure 8 shows the QBER measured at four different output ports from the 1×32 splitterrepresenting four different receivers -at a fixed clock frequency of 1 GHz. The net bit rate for this multi-user architecture is lower compared to the previous case due to a higher splitting loss at each receiver. Despite the increased splitting loss, net bit rates as high as kilobits -1 can be achieved in this configuration with QBERs of less than 4%. Figure 9 shows the net bit rate and QBER for a single receiver at a transmission distance of 6.01km of the point-tomultipoint architecture as a function of the clock frequency of the system. Relatively high net bit rates of kilobits -1 were achieved in this configuration for a broad range of clock frequencies ranging between 1GHz and 3GHz. 2.00 2.50 3.00 3.50
Frequency (GHz) Fig. 9 . Net bit rate and QBER of a single receiver at a fixed transmission distance of 6.01km for the point-to-multipoint multi-user architecture.
CONCLUSIONS
Two multi-user QKD network architectures based on two forms of optical fiber based access networks have been designed and tested, both operating at a wavelength of 850nm in standard telecommunications fiber to ensure wide spectral separation from the wavelength bands currently dedicated to conventional channels in access networks and therefore allow simultaneous operation of both classical and quantum communications in the network. The first multiuser QKD architecture applies a passive optical network approach to multiple point-to-point links by using a 1×8 optical splitter within the central node. This approach has benefits in terms of cost and complexity when compared to a multiple point-to-point architecture. The second form of architecture uses a standard single mode at λ ~ 1550nm 1×32 splitter situated in the quantum communications channel. Excellent performances for both configurations at transmission distances of standard telecommunications optical fiber of up to 10km were obtained with low QBER and net bit rates of up to 100's kilobits -1 which demonstrates the potential use of QKD in optical access links.
